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Abstract

EU Directive 96/82 (Seveso II) emphasises the need to overcome the formal technical approach for the control of major accident hazards based only on an Safety analysis. 

The present paper aims to provide a contribution regarding the definition of the tools for assessing the effectiveness of a SMS by means of performance indicators. Tools for an effective control of hazard, of which SMSs play an important role, and the need to go beyond static evaluation methods for risk analysis are discussed. The integration of the existing methods for risk analysis with the actual practices for the management and control of production processes is recognised as one of the most important issues for implementing SMSs in SMEs.

A set of possible SMSs performance indicators, their role in major accident hazards control and an example of application in a practical context are presented. Performance indicators should become input values in the context of all activities of the companies’ processes. 

1.
CONTROL OF HAZARDOUS ACTIVITIES

EU Directive 96/82 (Seveso II) emphasises the need to overcome the formal technical approach for the control of major accident hazards based only on an analysis of Safety Reports, in order to go beyond the prevention-oriented logic inherent in the assessment of plant-specific measures adopted and in the use of predominantly prescriptive tools by the Competent Authorities.

Given the need for an evaluation of the adequacy of the technological tools, the main focus has shifted towards defining a system of management and organisational criteria involving all company levels and all hazard control phases. From the viewpoint of the Seveso II Directive this should lead to a greater degree of transparency and involvement of the affected population, in order to improve the relationship between industry and environment. This is not a new concept in the context of previous experience and of the development of a prevention system based on behavioural rules and procedures. We need only to look at the widespread introduction of Quality Management Systems in companies, which have led to new behavioural models and tools for performance evaluation which are not purely technical, and thus have led to a new, more advanced type of corporate culture.

There is a strong trend among companies towards the development of Environmental Management Systems, where the same principles and behavioural models are applied to the protection of the environment and of environmental resources. Activities have been carried out for nearly 10 years, mainly in the chemical sector, aiming at establishing corporate behaviour rules, in order to increase safety, to protect health and to prevent environmental damage; these rules refer to areas of corporate decision-making, control methods, and production processes, aiming also to improve relationships between companies and the outside world (for instance: the initiatives Responsible Care and Open Factories).

Since there are no quantitative criteria for risk acceptability (and probably no such criteria can be defined: few countries or authorities have attempted such a definition), it appears clear that this new approach to major accident hazards control requires the identification and development of criteria and tools for measuring the performance and the effectiveness of organisational and procedural control systems and for evaluating their suitability. It will be much more difficult to find a foundation of quantitative parameters for these criteria and instruments in the field of major accident hazards than, for instance, in the fields of quality or environmental management.

The culture and awareness acquired via the development of Management Systems will therefore need a research and validation effort in order to develop objective and effective operational tools for the implementation and evaluation of organisational and managerial procedures and attitudes aiming at prevention and emergency management. From the viewpoint of Seveso II, these tools should become the new measurable elements in the complex relationship between companies, the competent authorities and the population/external environment, in addition to the existing technological and regulatory tools for the control of the efficiency of risk reduction systems. Management Systems therefore need to take a step ahead, particularly in cultural terms, but also in terms of definition of criteria, of requirements, and of the most appropriate tools for ensuring the safety of plants and hazardous activities, also with regard to low probability events.

1.1
Safety Management Systems for Hazard Control
In line with the trend outlined above, the attitude of the Seveso II Directive towards major accident hazards is that the operator has to prove to the Competent Authority that, taking all necessary measures for the prevention of major accidents and for the reduction of their consequences, technical and organisational instruments have been prepared which aim at ensuring a high level of protection for man and the environment through appropriate means, structures, and procedures for control and management.

The position which seems to be dominant today is that the concerned operators must adopt a proactive approach to Safety Management, so that hazards are identified before a major accident can occur: this implies an integration and strengthening of the organisational structures and of the complex of norms and procedures guiding a company's actions. This approach is recommended by the Italian Norms UNI 10616 and UNI 10617, which are based on the Norms UNI EN ISO 9000 and UNI EN ISO 14000 and present an extremely detailed guideline including all relevant criteria and information on how a Safety Management System should be set up in a major accident hazard industry.

For a proactive approach to be an effective force in actually controlling the actions and the behaviour of all those involved in a company's processes, from the management to personnel, from planners to contractors, the company must make a consistent effort to define and document a clear safety policy, define responsibilities, duties and relationships between staff involved, and acknowledge the interconnections between the various departments, while developing a system of norms, incentives, procedures and rules to be defined with the consensus and the participation of all those working in the company.

This means that the organisational structure must tend towards a clearer definition of roles and safety-related competencies, to be integrated into the production process.

An improvement of safety can thus be obtained by:

· the systematic use of risk analysis during preliminary and executive design stage, as well as before every change in a process or in the plant;

· the definition of an organisational structure which can conceive, design, carry out, check and maintain those solutions which can improve safety;

· the definition of norms and procedures, and the drawing up of rules for their implementation and for keeping up the standards which have been achieved;

· use of performance indicators for the evaluation and analysis of the company situation with regard to safety;

· ongoing information and participation of the company's collaborators;

· safety meetings as an instrument to involve more collaborators and to improve the spreading of information and ideas;

· design reviews;

· inspections; 

· new methods for the communication of information, using multimedia communication where possible.

1.2
Systems Integration

In most companies, a Safety Management System is introduced as an addition to the Quality Management System and the Environmental Management System. The various Systems must be integrated: if we simply expect the introduction of a Safety Management System to resolve the safety problems of a company, without dealing with the effects on and the connections with the other strategic variables, the implementation of a Safety Management System can become a mere bureaucratic exercise and an additional burden on the company's management as a whole.

The main factors which support such integration in the procedures and decision-making processes, which involve the three main variables mentioned above, are:

· a greater efficiency, with lower costs compared to the situation where the three systems are separate;

· co-ordinated decisions, with effects on all three aspects;

· common goals, avoiding interference between different goals originating from the different systems, thus aiming in one direction;

· more coherence between the company's activities and processes;

· greater balance, and more likelihood that safety and environmental aspects are actually considered, since they are analysed and included in the Quality Procedures, thus becoming part of a system of incentives;

· a better inter-disciplinary co-ordination between collaborators;

· a more inter-disciplinary character and a wider circulation of knowledge, more system-oriented solutions, commonly agreed solutions;

· more/faster understanding of the effects of a particular middle- or long-term measure aiming at an improvement in the field of environment, health or safety.

1.3 The Impact of the SMS on Small and Medium Enterprises

The implementation of a Safety Management System (SMS) will have a particularly strong impact on Small and Medium Enterprises (SME). The flexibility of the decision-making process which is typical of SMEs represents an advantage in terms of the capacity to react quickly to changes in the factors influencing the production process and in the market situation. On the other hand it may represent a weakness, since the implementation of a safety management policy aiming at the prevention of major accidents requires the definition of specific norms, procedures, and operational instructions, which means stiffening the company's activities and procedures.

Moreover, the SMEs do not have specific safety-related structures, with the exception of the Safety Responsible, often overwhelmed by other production needs. The use of plans and programs defining and controlling goals is not widespread between SMEs, since there still is a lack of a goal-oriented awareness and culture that develops alongside safety awareness and implementation of risk analysis methods.

The company could be tempted to view Safety Management as a mere response to a legislative requirement and not as an opportunity for growth. A practical tool which could provide the incentive for a company (particularly for a small company), to introduce a SMS is to provide some objective evidence of performance in terms of safety and product/process improvements too, but also an acknowledgement from the Controlling Authority's by means of a different and less bureaucratic attitude.

2.
RISK ANALYSIS AS A TOOL FOR ASSESSING THE PERFORMANCE AND 
EFFECTIVENESS OF THE SAFETY MANAGEMENT SYSTEM

The analysis of the Management System requirements related to the control of major accident hazards highlights the need to define methods for performance control and for checking the effectiveness of the procedural and organisational measures, taking into account the difficulties in quantifying objectively the parameters defining risk.

Parameters for performance evaluation in terms of accident probability and damage extent reduction are not measurable as such, but they represent important factors for defining planning and operational goals which are analysed and documented during the risk analysis process, applying a similar approach as in measuring product quality (defects) or environmental protection (releases, reduction of sewage, limitation of the use of environmental resources).

2.1 Towards new Methods and Tools for Risk Analysis

An effort is necessary to improve the existing methods for qualitative and quantitative risk analysis used for the identification of hazards and of the related accident consequences, for the evaluation of accident probabilities and of the extent of damage and to integrate these methods into the practices for the management and control of production processes or of the hazardous activities. In other words, it will be necessary to develop analytical tools for logical simulation of plant operation, which will allow both risk assessment and the identification of factors which may contribute to the occurrence of an incident, before the situation becomes dangerous.

For such new procedures, there will be a measurement and analysis of response times and of the level of preparation and training (and therefore of the level of awareness and capacity to respond) of the personnel, and of the extent of exposure in case of an accidental release of hazardous substances or of energy. This approach to the problem therefore involves going beyond a traditional approach to risk analysis, which is generally applied, using static evaluation methods, where the project-related decisions have already been defined. In the context of the new approach, analytical tools have to be integrated into the operational system of the plant, characterised by dynamic models for the identification of operational disturbances and for the prediction of accident scenarios.

Moreover, the numerical parameters used in risk assessment should be used as a factor for dimensioning and planning (as well as checking) control and preventive maintenance policies, this implies that equipment failures and human errors as well are documented and investigated analytically and statistically, so that the predictive models for the evaluation of accident probabilities can be adjusted and calibrated.

In case of an anomalous event, the Management System has to provide necessary methodologies and tools to assess the parameters used for measuring and mitigating the consequences of a release of hazardous substances or energy, as well as to assess (using predictive models already widely available) the protection measures chosen, and the advantages obtained by improving these measures. Finally in setting up and assessing a Management System aiming at the control of major accident hazards, a major role is played by the identification and dynamic evaluation of operational disturbances and of near-misses in two ways: 1) development and growth of corporate awareness at all organisational and operational levels, and 2) measurement and improvement of the effectiveness and efficiency in terms of corporate goals.

2.2
The Collection and Analysis of Management-Related data

Knowledge and information which cannot be represented as objective data, can nevertheless be collected by the various departments in a company, at every level, and can provide information in the form of performance indicators, control cards, or diagrams, after the necessary filtering and interpretation.

The results of such an analysis are mainly tools for defining short-, middle-, and long-term strategic goals, for planning activities, and for allocating resources necessary to reach these goals; moreover, the analysis results provide also the perspective necessary to establish a system of incentives aiming at reaching the planned goals and to set up a performance evaluation system based on operational assessment, as strongly suggested in Norm UNI 10617.

3.
PERFORMANCE INDICATORS

Since a company's resources (mainly in SMEs) may be limited, and since in the investments’ portfolio or during the budgeting phase often no distinction is made between the safety variable and the requirements of production, it is necessary to create incentives for the use of risk analysis methods as well as for the definition of performance indicators in the context of the Safety Management System, as described above.

The information contained in the indicators and emerging from the use of these methods can:

· improve the maintenance schedule, leading to substantial saving and increasing plant use (duty factor), and therefore increasing productivity and efficiency;

· reduce stock, thus reducing not only the risk of major accidents, but also the costs caused by the tying up of capital;

· show the results obtained in operating behaviour control and observation, and compare them with specific and explicit target values.

The purpose of indicators is to become tools, to be used as input values in the context of processing. Because of the complex nature of the safety variable, which involves external as well as internal both intangible factors and measurable parameters, there are many aspects which cannot be expressed through objective, easily measurable indicators. Therefore, the acknowledgement of the fact that the safety variable must become part of the company's strategic planning process is the first step towards focusing efforts on the search for data highlighting the relationship between parameters defining the safety variable.

To make the indicators an effective instrument supporting decision-making in the area of the improvement of safety, a process must be established leading from the definition of the indicators themselves and from an analysis of their appropriateness with regard to the task environment, to the collection of objective data, to an interpretation of the data by the different departments, and finally to the analysis of the results by the Management.

The collection of data needed for the indicators is defined by specific procedures included in the Safety Management System, and every department will be responsible for collecting the data, using forms and written reports. On condition that there is a clear commitment among the management, the setting up a Safety Management System in a company, to guide and encourage a serious and careful collection of data and information by all departments, to interpret the data obtained from risk analysis and to update them in the light of the particularities of the company, can lead to a real improvement in safety.

3.1 Types and Examples for Performance Indicators

To evaluate its own performance, a company may use indicators of many different types, each with its own peculiarities and drawbacks. Unfortunately, there is not always an immediate correlation between a company's efforts and the improvement of safety. While the effect of a technological measure can generally be predicted with a good approximation, the evaluation of organisational measures, either before or afterwards, is a more complex matter. As a consequence, it is objectively difficult to identify one or a limited number of indicators which can represent the company's safety performance, although it is possible to highlight a single composite indicator for each safety-related goal, by using multi-criteria analysis methods (Multiattribute Utility Analysis, evaluation of trade-offs and interdependencies, Analytic Hierarchy Process).

Some possible indicators are listed in Table 1 and briefly described below.

Table 1: Possible indicators for a SMS

	System indicators
	N° of P.A. notifications and reports

	
	N° of relevant projects on preventive actions 

	
	N° of inspections and assessments 

	
	N° of emergency drills

	
	N° of safety meetings and audits 

	
	N° of staff dedicated to safety / Total staff

	
	Loss of production (Equivalent Outage Time on Production or Manpower)

	
	N° of training hours about safety

	Process indicators
	Accident Occurrence Probability

	
	N° of components malfunctions 

	
	N° of near-misses

	
	N° of hazardous substances accidental leakage. 

	
	Maintenance hours / Global production hours 

	
	Delay on Maintenance (hours)

	
	N° of delays on maintenance of critical component tests 

	
	N° of training hours on safety for a unit plant

	
	Unit plant EOT (Equivalent Outage Time)

	
	N° of warnings to the operator

	
	Procedure reviews frequency

	Products indicators
	Q max/Q law limit (Seveso II)

	
	Qm hazardous substances at stock

	
	Q up to the reorder point 

	Economic indicators
	Direct Cost of safety department /Total direct cost

	
	Insurance incremental annual cost 

	
	Accident opportunity cost

	
	Total cost for production restart

	
	Annual investment growth in preventive measure 


System Indicators

These indicators may be expressed either quantitatively, such as the amount of investments aiming at the achievement of a particular goal, or in qualitative terms referring to organisational or procedural measures. The main advantage of system indicators is their relatively easy measurement, although in the case of amounts invested it is difficult to determine objectively how much of an investment is related to the performance to be improved. Indicators referring to relationships external to the company (institutions and population) are also system indicators, for example indicators relating to the number of conflicts, inspections and court cases, prescription given by Public Administration.

Process indicators

Near misses and the continuous monitoring of disturbances and failures, their collection and their interpretation provide an important indicator for the process and its balance in a given moment.

Examples of such indicators are: the number of accidents, the number of accidents which have been avoided with the help of protective and/or preventive measures, response times in case of alerts, quantities of substances released during an accident, number of elementary actions, number of complex actions, failure data for the various items of an installation and the statistical analysis of these data (failure rate, mean time to repair, probability of failure on demand).

Product indicators

Physical indicators measure parameters such as the maximum quantity of a hazardous substance used, hazardous stocks produced, the ratio of stocked quantity of a substance to quantities stated in the regulations, etc.

Economic indicators

Economic indicators are used to highlight direct or indirect costs related to installation safety, and the losses caused by accidents. Such indicators include two main items:

· costs related to regular operation;

· costs related to accidents.

Examples of such indicators are the quantification and simulation of costs consequent to major accidents identified with the help of risk analysis methods.

It is possible to evaluate the expected annual accident-related loss, considering the costs of a possible cleanup operation, indemnities, costs caused by the damage to the company image, costs caused by the interruption of production, start-up costs, and plant related costs.

Indicators for the conformity of a management system

Some international organisations have developed standards for the evaluation of the completeness and effectiveness of a Safety Management System. Therefore, there are several indirect indicators which represent the response to the requirements of the Norms UNI 10616, UNI 10617, and UNI 10672.

4. 
ANALYSIS OF RESULTS FROM PERFORMANCE INDICATORS

Indicators must be as specific as possible in order to be an effective reference for the company's process of improvement and planning of safety measures. In this way they can actually describe the plant operation, being based on the relevant parameters which describe its functioning in terms of equipment and management, during production and general operation.

The identification of accident events in a specific plant, the calculation of frequencies for Top Events, and the determination of the critical components are carried out during the phase of examination and analysis of the installation "as built". The results obtained from reliability analysis are not adjusted later in the light of what happens during everyday operation of the installation.

The purpose of the creation and interpretation of indicators in a SMS is to update the results of this analysis, in order to connect them to those actual results obtained during the operation of the specific plant and which are relevant with regard to a particular Top Event. To make this connection, a hierarchical relevance analysis has to be carried out, in order to highlight firstly a complex plant's significant Top Event and secondly its critical components, on which the data collection effort must be focused for the purpose of indicator construction. An example of a definition of indicators for a particular event could be as follows (values refer to a period of one year):

· Number of accidents

· Number of near-misses
· Number of accidental leakage

· Number of malfunction of a process component

· Annual frequency of checks on critical components

· Delays on maintenance

· Number of training hours for installation control and management specialists.

For example, the polar diagram in Fig. 1 represents the values of the main indicators for monitoring the evolution of the safety variable's descriptors, with regard to the particular Top Event which has been highlighted as relevant after the risk analysis phase. It highlights discrepancies from objective values defined during the planning phase. Collected data can also be used to correct input data used as failure rates to define a new probability for the Top Event, based on the actual operative. For example, this could be done by calculating the effect of maintenance delays or improved test procedure/frequency for a critical component (which modifies the value of the component's unavailability), on the probability of the Top Event where this component makes a substantial contribution.
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Fig. 1 Polar diagram of Top Events indicators

Another set of composed indicators reflects the company's organisation in relation to the safety variable, and includes:

· Number of P.A. notifications and reports;

· Number of relevant projects on preventive actions;

· Number of inspections and verifications;

· Number of emergency drills;

· Number of safety meetings and audits;

· Equivalent Outage Time (Production or Manpower);

· N° of training hours concerning safety

Polar diagram of Figure 2 provides an overview of management and organisation activities and can be used by the decision-makers for the orientation of planning and the definition of goals.
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Fig. 2 Polar diagram of SMS indicators

5. 
CRITICAL TOPICS IN THE IMPLEMENTATION OF A MAJOR ACCIDENT 
HAZARDS SMS

The implementation of a Risk Management and Prevention System incorporates the methods of risk analysis into a tool supporting the implementation and control of a company's safety policy. On the other hand it will cause serious difficulties, mainly for the small and medium enterprises, which are still lacking structures and specific resources dedicated to risk prevention, and where overlapping roles and competencies, as well as insufficient technical and specialised knowledge, constitute an obstacle.

So far, these methods have been used only in the context of the documentation and assessment of mainly technical and design-related decisions, made elsewhere, often even outside the scope of the company management; and, in the worst but, alas, frequent case, used in a context of a merely formal relationship with the outside world and particularly with the supervising Authority.

Therefore the implementation of the Seveso Directive implies a need for the development of research programs aiming at a definition of methods and tools to support the various organisational levels of a company. It should have the following goals:

· To analyse the applicability of Management Systems, particularly in small and medium enterprises (SMMARTEN, http://mahbsrv.jrc.it/RelatedProjects.html);
· To apply appropriate risk analysis methodologies, which are integrated with production process assessment;

· To develop and apply decision-making support tools which can assist the manager in taking measures aiming to correct and improve the System;

· To educate and train the company staff according to reference guidelines and to good practice which is well-established in other fields;

· To develop appropriate methodologies and procedures for the implementation of criteria and indicators for measuring and communicating to the Competent Authorities and to the public the performance of the system in the area of safety and of major accident hazards control;

The attention of the companies and of the specialists will be focused on these needs and these areas of development, in the light of the implementation of the Seveso II Directive Annex III criteria and requirements, making use of the existing experience in he fields of Quality and Environment, and searching for ways for co-ordination and for finding common aspects for the development of an Integrated Management System.
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