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Abstract

This paper describes an integrated risk approach to auditing developed in the European Community project I-Risk
. A major hazard installation at a particular plant is the focus of a technical model. Supplied with this information, along with other documentation of the plant, a safety management audit is tailored and carried out to modify particular parameters within the technical model.

The execution of this approach at a Dutch refinery proved that this integrated approach is well on its way to maturity although several important points still have to be resolved.

1. INTRODUCTION

Although the practice of safety auditing has increased tremendously in industry during the last few decades, the audits themselves have received little attention from science and are hardly subjected to any scientific scrutiny. This observation could be explained by the fact that the scientific discipline most obvious to do such a job, namely safety science, is still maturing. It is only quite recently that safety science has removed itself from the concrete scene of the accident to the more influential but also more abstract levels of management. Moreover, most audits are either developed by the companies themselves or are commissioned by a company, whose primary objective is not a scientifically sound, but a practical audit.

Generally, audits can be assigned to one of three categories.

1. It is an expert tool, i.e. it has been developed by experts in the field of safety management (e.g. ISRS, MORT).

2. It is based on empirical data (e.g. PRIMA, TRIPOD).

3. It is based on a normative model of safety management and the audited company is compared to that.

It should be stressed, however, that the trend is currently to incorporate systematic models in all types of audits, to make them more coherent and transparent. This may also have to do with the maturing of safety science and its shift from technical towards management solutions.

This paper will describe the development and application of an audit of the 3rd category - the normative model audit approach.

The audit described in this paper builds on work accomplished with the PRIMA-audit [1], [2]. The aim of that audit was to modify generic risk numbers by judging local safety management practices. The current audit tries to take this approach one step further by building both a local technical and safety management model and using the judgements of the latter to make adjustments to the former. This needs some further explanation.

The approach advocated here, the ‘integrated risk approach’ (I-Risk), requires the building of two local models, i.e. two models of the site, or plant, investigated. One model is a technical model which describes one particular, major hazard installation (MHI). The modelling technique used is the Master Logic Diagram (MLD) [3] which is not unlike the building of a (generic) fault-tree but along some less stringent mathematical paths. The MLD produces several critical parameters - e.g. on-line and standby failure rate, time required for repair, various human error probabilities, etc. - which are usually substituted by generic numbers. However, being averages, these numbers could both over- and underestimate the current circumstances of the MHI. The management model and audit is designed to tailor that quantification to local site conditions.

 In addition, to avoid putting too much confidence on a snapshot of the state of affairs at the plant, it would be quite helpful to get a notion in what direction the condition of the installation is moving. To do this we would like to introduce time dependency into the local modelling of the installation. It is assumed that the answer to this requirement also lies in assessing the quality of the safety management system (SMS), in particular whether it is improving or deteriorating over time.

The MHI under scrutiny is managed by a local SMS. Obviously, the quality of that system determines the quality - or, more specifically, the safety - of the MHI. However, the SMS is not only responsible for the particular MHI, but also for managing the risks of the whole plant or site. More generally, it is assumed that the effects of the particular SMS is reflected in everything that goes on in the plant or at the site.

The technical and management models also have to be combined. The outputs of the management model have to be transformed into numbers that can be used in the final calculations of the technical model. Only in that way can one get a modified technical model which is tailored to local conditions. Developing this interface turned out to be a hard nut to crack and its description falls beyond the scope of this paper - it is discussed elsewhere in this issue [4]. What follows is a description of the development of a generic SMS model and an audit based on this.

2. Audit development

The development of a generic SMS model requires the answers to several questions. Firstly, what is or are the characteristic(s) of such a system? Secondly, what activities does an SMS have to perform to be considered truly ‘safe’? Finally, how can such a system be modelled in a way that it can be superimposed upon any existing SMS?

In general, SMSs should be consistent, closed systems which should be sufficiently adaptive to be able to change under both external and internal stimuli. Recently this condition has been satisfied by introducing stepwise, cyclic approaches into SMSs, not unlike the Deming-circle [5] of ‘plan’, ‘do’, ‘check’ and ‘adjust’. As a general principle, this is both consistent and closed and provides the opportunity for learning.

The answer to the second question is much more speculative and arbitrary, which is reflected in the plethora of apparently different SMSs and audits developed to examine it. In the current approach an answer to this question was found by the application of a modelling technique which also served to tackle the third question above. The particular modelling technique used is called the Structured Analysis and Design Technique (SADT) [6] which is empty enough not to impose too many restrictions on the realisation of the SMS and yet restrictive and rigorous enough to make the final model consistent and transparent.

2.1. SADT

In a SADT model five components can be distinguished - (1) Inputs which are transformed into outputs (2) through one or another activity (3) by means of resources (4) under the restrains of controls (5) (see figure 1). 




Figure 1 - SADT-model

An important aspect of SADT is its ability to break down activities into sub-activities hierarchically, in such a way that these sub-activities together must satisfy all the conditions of the main activity. By using this model it is possible to implement the requirements imposed by the answer to question (1) above - transparency, consistency and the presence of learning cycles. 

An example will elucidate this. For instance, if the activity to be modelled is maintenance, one starts with the diagram in figure 1 above, where ‘ACTIVITY’ is then substituted by ‘MAINTENANCE’. One can start by defining inputs, e.g. maintenance requests, parts scheduled for maintenance, inspection reports etc., providing each input with a separate arrow. Then controls can be defined, e.g. procedures, assigning supervision to critical maintenance jobs etc. In the same manner resources and output can be defined. The result is one box with arrows coming in at three sides and out at one. This is informative in terms of inputs, controls, resources and outputs defined that are apparently needed to perform maintenance, but it does not yet tell anything about the activity itself. This activity however, can be broken down into a set of sub-activities which together define the activity as a whole. For example, it is possible to introduce the cyclic approach discussed above, e.g. plan maintenance, do maintenance, check maintenance and adjust maintenance by breaking the first box down into these four sub-activities. Each of these sub-activities themselves could be broken down into two or more sub-activities if required. The rules of the technique require that arrows defined at a higher level should also be applied at lower levels. Moreover, arrows defined at lower levels also show up at higher levels. In figure 2 the activity ‘MAINTENANCE’ is shown broken down into 4 sub-activities.

2.2. Delivery systems

Following the rules of the SADT methodology, models for maintenance, production and emergency response were created, these being the main activities of any running plant. For simplicity’s sake it was assumed that the (main) activity of design was sufficiently captured in the technical model. While building these SADT models, it became more and more clear that what management actually does is provide these main activities - maintenance, production and emergency response - with enough controls and resources that they remain within boundaries defined as safe, i.e. the safe design envelope. Defining generic categories of controls and resources would then yield safety management’s main activities. The following eight categories were assumed to cover these chief activities: 

(1) Availability (e.g. of time, personnel), 

(2) Commitment (e.g. to work safely, to comply with procedures and to report any unsafe condition or incident), 

(3) Competence (of all personnel), 

(4) Conflict resolution (i.e. production vs. safety), 

(5) Internal communication and co-ordination, 

(6) Man-machine interface design (e.g. accessibility of installations), 

(7) Plans and procedures (both writing and updating) and 

(8) Spares (e.g. quality, replace like with like). 

These eight controls and resources, in SADT terms, were labelled ‘delivery systems’ as they define the means by which management supplies the plant’s main activities and keeps these within a safe design envelope. Hence, the SADT methodology provided both detailed models of a plant’s main activities as well as a taxonomy of those of safety management.
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2.3. Loop diagrams

Being activities in themselves, the delivery systems defined above can also be modelled using the SADT methodology. During the development of this library of SADT models, it was recognised that, whilst they yield a very detailed and insightful view into the main activities of a plant and its safety management, it is also a very complex one. Direct application as a practical audit support tool was out of the question.

More and more, audit tools are built around a particular systematic approach. Working down long checklists of questions offers the auditor no more support than their particular content and order. It is easy to get lost in the detail, and such lists are highly inflexible. Testing the completeness - or, better still, integrity - of a cycle appears to be an easier framework for auditors to hang their on. The PRIMA-audit was already supplied with such cycles or ‘loops’. These loops were adjusted to the current approach, that is, following SADT rules, to provide a means to assess the quality of the delivery systems.

These loop diagrams consisted of 12 steps describing in detail the delivery of any safety management activity. Within the loop several important parts can be distinguished.

1. A hierarchy of levels describing the way in which any organisation develops its activities. This consists of a system structure and policy level where policy is developed, strategies are formed and targets are set; a planning and procedures level where the outputs of the upper level are worked out in detail and implemented; an execution level where the primary business processes take place using the resources and controls of the second level.

2. Feedback and learning systems describing how adjustments are made at each level and how each level adjusts itself to the experiences of the other(s) and the outside world.

Figure 3 shows a generic loop diagram, which can be adapted to each of the delivery system by inserting the appropriate one of the eight listed above. The figure also shows the links between the management loops and the rest of the model in the I-Risk project. This is formed by the interface with the technical model parameters.

2.4. Common mode

Systematically developing the models described above provided tremendous insights into the safety management of major hazard plants, but also resulted in an approach which was too complex for direct application in an audit. Again, simplifications were called for. The initial assumption was that all of the main activities (maintenance, production and emergency response) should each be checked for the quality of all of their eight delivery systems. However, it was realised that there was often proof in a given company that one or more of the delivery systems at a plant is combined for all three main activities. Then it has to be assessed only once. That proof is called common mode. For instance, when proof is found at a particular plant that availability of people is co-ordinated centrally, i.e. for all main activities alike, the delivery system “Availability” need be assessed only once.






































Figure 3 - Generic management loop

3. Audit structure and approach

3.1. Audit structure

The audit developed within the I-Risk project comprises of the following components:

1. The development of a technical model (MLD) yielding parameters and major hazard scenarios.

2. Three SADT-models describing a major hazard plant’s main activities, i.e. maintenance, production and emergency response.

3. Eight delivery systems modelled as 12-step ‘loops’ describing safety management’s main activities, i.e. the delivery systems for the main activities.

4. Questions and criteria formulated to assess the amount of ‘common mode’, i.e. an inquiry to establish enough justification to assess the delivery systems of several main activities at once.

5. Questions pertaining to the eight delivery systems and the steps therein, to assess their quality.

6. Audit strategy describing how the audit has to be conducted and the deliverables of each audit phase.

ad 1. From the parameter table resulting from the technical model an initial grouping of base events can take place to establish common mode, e.g. safety-critical components subject to the same maintenance or operation regime.

ad 2. The organisation is projected onto these models to establish the situation at the audited site as compared to a generic model, i.e. who carries out what task. 

ad 3. The eight delivery systems are the generic main activities of any major hazard plant’s safety management. It is the quality of these systems that has to be assessed in the audit.

ad 4. The notion of common mode has been introduced to reduce the amount of audit work. Often, a delivery system works for several main activities in a similar way. Such a finding would justify that this system is assessed only once during the audit.

ad 5. Although the ultimate objective of the audit is to establish the completeness or integrity of any delivery system’s loop, the auditors need support by questions to prompt and guide them through the complexity.

ad 6. This point is discussed in the next paragraph.

3.2. Audit strategy

The audit follows several steps, common to most audits:

step 1. Initial phase, where auditor and auditee meet, discuss the audit (content, general approach) and make agreements (focus, time schedule, deliverables).

step 2. Preparation. This is one of the most important phases of the audit. It includes the development of the technical model, the mapping of the plant’s safety management system onto the generic SADT models, the establishment of common mode and the subsequent tailoring of the audit. One deliverable of this step is an interview table specifying how interviewees are allocated to steps of the delivery systems whereby each step of each delivery system is investigated at least twice.

step 3. Execution and immediate appraisal. It is recommended to carry out the audit with two auditors. Specific roles can be divided between the two of them, e.g. one assessing the integrity of the delivery system loops while the other investigates very specifically the response to representative major hazard scenarios indicated by the technical model. The tailored audit is worked out in such a way that the auditors are provided with specific questionnaires per interviewee, on which the auditors can also write down their findings. Between interviews progress appraisals are made and points requiring more in-depth inquiry are decided upon.

step 4. Initial feedback. At the end of all of the interviews the auditors appraise the eight delivery systems separately and resolve possible differences in assessments. These global assessments are combined in an initial feedback presentation.

step 5. Assessments and final report. After the audit the individual auditors assign scores to the steps of all the delivery systems that have to be assessed, according to the findings from the preparation phase. Again, their correspondence is determined and possible differences between the two are investigated. In the final report the auditors’ appraisals are used to modify the parameters of the technical model.

4. Audit practice

The audit outlined above was applied at a Dutch refinery in the spring of 1998. As focus for the technical model a LPG scrubber tower and drum were chosen. The refinery was chosen and approached by the Dutch Ministry of Social Affairs, one of the co-sponsors of the project. It was explained by them that the audit was a try-out but its results could serve instead of the regular, three yearly visit the inspectors of the Ministry perform as a check audit. The refinery was very willing to co-operate, because they were in the process of implementing a new safety management system and they were eager to know how well they were doing.

The audit was executed by a technical and a management team, each consisting of two persons. The management team was strengthened by a person performing secretary duties and an observer, to see how well the tailored audit satisfied the auditors’ needs and how workable it was. Also, an inspector of the Ministry of Social Affairs was present, to oversee the whole audit.

The initial site visit provided the information needed to tailor the audit. A technical model was developed resulting in scenarios and a base events table, though considerable discussion was needed to agree upon it between the technical and management teams. During the audit it was found not to be as complete as would have been desired for a true audit. Through interviews and document study the local SMS could be mapped onto the audit’s normative model. Sufficient proof was found for common mode within all parts of the SMS, that is, the local SMS often managed the plant’s main activities similarly. Based on the findings, interviewees could be assigned to all steps of the delivery systems (see table 1 for an example).

	Interviewee
	Delivery system
	Steps

	SMS co-ordinator
	All
	1, 2 , 9, 10, 11, 12, 13

	Safety co-ordinator
	All
	1, 2 , 9, 10, 11, 12, 13

	Refinery manager
	All
	1, 2 , 12, 13

	Onsite manager
	All
	1, 2 , 12, 13

	Technical manager
	All
	1, 2 , 12, 13

	Mechanical manager
	All
	1, 2 , 12, 13

	Safety engineer
	All
	1, 2 , 12, 13

	
	
	

	HRD manager
	Availability
	3, 4, 10, 11

	Onsite operations manager
	Availability
	4, 5, 6, 8, 9 10

	Mechanical manager
	Availability
	4, 5, 6, 8, 9 10

	Shift supervisor
	Availability
	4, 5, 6, 8, 9

	Instrument technician
	Availability
	5, 6, 8

	Foreman
	Availability
	5, 6, 8

	Outside unit technician
	Availability
	5, 6, 8

	etc.
	
	


Table 1 - Assignment of interviewees to (steps of) delivery systems

The interviews were conducted on site over four days, either in a meeting room, or at the interviewees’ own workplace, if they could not leave it. Between the interviews the auditors made arrangements who would ask what to whom. Evaluations of progress were made between the interviews and at the end of each day, where specific points were highlighted. Several plant visits were conducted and documents were checked, to verify statements made during the interviews. The observer tried the follow the basic strategy pursued by each auditor and questioned them regularly about it, but it was very difficult, as outsider, to follow how the auditors were adapting their strategy to the emerging picture and how much they were using the audit support tools provided.

On the morning of the fifth day the auditors set to work individually to make an initial assessment of the installation’s (actually plant’s) SMS and to prepare the feedback session scheduled in the afternoon. The plant’s SMS received very high grades and it turned out be difficult to find weak spots. Those that were found were only relatively weak, that is, in comparison to the strong ones.

During the feedback session it was remarkable to see how defensively the plant personnel reacted to criticisms, despite the fact that the weaknesses were presented as only relative ones. They were quite convinced that they were doing a good job, in all aspects. However the session was rounded off to everybody’s contentment, and later feedback from plant management indicated that the audit had pointed to weaknesses in useful ways which made the managers think.

In the weeks following the audit the auditors set about the intricate job of scoring all requisite steps of the delivery systems. Their final scorings for the delivery systems were correlated to compute the correspondence between the auditors (table 2).

	Delivery system
	Pearson r
	Spearman r

	Availability
	.80
	.82

	Commitment
	.57
	.50

	Communication
	.11
	0

	Competence
	.39
	.42

	Conflict resolution
	.64
	.42

	Interface
	.73
	.71

	Procedures
	.42
	.28

	Spares & tools
	.70
	.66

	Overall
	.74
	.75


Table 2 - Correspondence between the auditors’ assessments of the delivery systems

While some delivery systems and the overall correspondence between the auditors is not discouraging, there are still several quite low correlations which need to be resolved to be more confident about the audit technique. The technical team used the mean assessments of the auditors to modify their parameters. The final report was delivered to the plant’s satisfaction.

Both auditors also provided an introspective report of how they applied the audit and made (overall) assessments of the delivery systems. In these reports they remarked upon aspects they found missing in the audit or which required to be worked out more or differently.

5. Points for improvement

Based upon the auditors’ experiences from the execution of the audit and introspective reports as well as the observer’s notes, the following points for improvement were raised.

· The audit should be supplemented with a detailed audit manual.

· The major hazard focus of the audit should be recognisable and be made more explicit in all its components, i.e. the delivery systems, questionnaire and loops.

· The questions should be ranked according to the priority of their answers, again in relation to the major hazard aspect of the audit.

· More attention should be given in the audit to verifying the effort management puts into the implementation of their main activities and its results.

· The annotation or coding forms of the audit needed to be improved to provide a running indication of how much of a delivery system has been covered yet.

· The audit needed to take more time than had been foreseen. This could be resolved in two ways: (1) carry out (parts of) the audit using two auditors in parallel, (2) allow more time for the audit.

6. Conclusion

The audit at the refinery has proved to be a very worthwhile test of both the integrated risk model approach and the audit based on it. Although both are in need of some fine-tuning the overall impression is that this is a valuable approach.

More improvement can be accomplished by systemising the approach more and supplying it with more supporting documentation. The major hazard focus of the audit has to be improved and further auditor support has to be supplied to make their job and judgement more easy and transparent.
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Figure 2 - First level break down of maintenance activity
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